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procurement teams evaluating Vigilant Entities as their operating system for regulated venture, audit,-and
governance workflows.
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26 35+ 100% 30d

Al advisors in the Council Backend route modules - Requests behind TLS 1.3 + Remember-me session (opt-in,

(Shura Nexus) FastAPI WAF revocable per device)
SO WHAT

For a procurement or CISO reviewer, the summary is this: VE is a regulated-industry-grade
FastAPI/React/MongoDB stack with per-tenant isolation, first-class audit, and a documented Al-safety envelope
around every LLM interaction. The remaining pages of this document unpack the specific mechanisms that
back each of those claims.
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Founders Investors Holdings / Family Offices Government / Regulators

Pitch, DD, MOU Vetted deal-flow Multi-entity portfolio Audit + oversight

VIGILANT ENTITIES

SOVEREIGN Al - GOVERNANCE - VENTURE
React SPA + FastAPI + MongoDB

Emergent LLM AWS Bedrock Stripe Resend + SES
Claude - GPT - Gemini STS-scoped Payments Transactional email

SO WHAT

The platform has exactly one ingress path (Cloudflare — K8s ingress — FastAPIl) and a small, enumerated set
of egress paths (LLM, email, payments, Bedrock). Everything else is denied by default at the network layer.
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Web Browser Cloudflare Edge Emergent K8s Ingress
React 18 - SPA - PWA-ready WAF - TLS 1.3 - DDoS shield [api/* - 8001 - /* - 3000

FastAPI Application React SPA (served static)
35+ route modules - Motor - JWT + bcerypt - brute-force svc - audit svc Tailwind - shadcn/ui - lucide - Motion

MongoDB (Motor) Object Storage Emergent LLM Gateway AWS Bedrock (STS) Resend / SES

Multi-tenant collections Pitches - brochures - audit exports Claude / GPT / Gemini Regional inference Transactional email

Container Runtime Purpose Scaling

Backend Uvicorn - FastAPI 35+ route modules - Motor - Horizontal, cookie-scoped
JWT

Object Store S3-compatible PDFs, brochures, audit
exports

Resend (primary) + SMTP Transactional email Provider-managed
fallback
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User React SPA FastAPI /auth Brute-Force Svc MongoDB

Control Implementation

Password policy NIST 800-63B - 12+ chars - class-diversity - blocklist - HIBP
k-anonymity check

Session token HS256 JWT - HttpOnly - Secure - SameSite=None - did claim
per device

Device management GET /api/auth/devices - DELETE /api/auth/devices/{id}

Audit trail Every login (success + failure) written to audit_events +
account_events

SO WHAT
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Nothing about the auth stack is novel — that's the point. It is intentionally boring, aligned with NIST 800-63B,
and independently auditable. The Remember-me cookie is device-scoped, meaning a stolen laptop can be

revoked without invalidating the user's other sessions.
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PLATFORM - Maker + Co-Maker + system_admin (cross-tenant)

Tenant - Holding A
brand: navy/gold

Fund |
Fund Il
PropCo

Tenant - Holding B
brand: green/black

Family Office
PE Sleeve

Tenant - Holding C
brand: purple/gold

Incubator
Accelerator
Studio

Isolation vector Standard SKU Enterprise SKU

Compute Shared pod Dedicated pod, optional VPC peering

Encryption keys Platform-managed BYO KMS / HSM

SLA 99.9% 99.95% + credit
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N DA\
SRR
NEARSS

B AOMSOXS

Design decision Rationale

Claude Sonnet 4.5

Streamed SSE with per-advisor timeout UX responsiveness - avoids head-of-line blocking

Emergent LLM Gateway Single billing surface - centralised safety filters - request
tracing
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Control Implementation Aligns with

Encryption at rest AES-256-GCM - disk + object store ISO 27001 - NDS3

bcrypt + JWT + brute-force + HIBP NIST 800-63B

Daily snapshot - 30-day retention - ISO 27001 A.12.3
quarterly restore drill

Incident response Runbook - 15-min ack - post-mortem ISO 27001 A.16

published

Available on request - templated in Trust GDPR Art. 35
Center

SO WHAT

Every row in this matrix corresponds to a specific control the platform enforces in code and a corresponding
piece of evidence available via the Trust Center. Procurement teams can pull the evidence pack in one click at
/trust.
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Collection Cardinality Purpose Retention

user_devices Remember-me device 30d after last-used
sessions

account_events 10m-10m Per-user activity feed 18 months

login_lockouts Per-email / per-IP lockouts 1 hour (TTL)

digest_log 10m Morning-digest idempotency 90 days

council_runs Shura Nexus outputs + 12 months
dissent

SO WHAT

The retention policy is codified as TTL indexes on the collection itself — the database is the source of truth.
There is no cron job that could silently forget to delete.
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Public Internet Cloudflare Emergent K8s Ingress Preview + Prod pods
User devices WAF - TLS - DDoS path-based routing supervisord managed

frontend (Node - CRA) backend (uvicorn - FastAPI)

serves static + hot-reload dev 0.0.0.0:8001 - 35+ route modules

MongoDB Object Storage Resend + SES Emergent LLM AWS Bedrock

in-cluster Motor artefacts + PDFs email delivery gateway STS scoped

Layer Mechanism Preview vs Prod

TLS Cloudflare certificate Distinct certs per hostname

Ingress Emergent K8s controller Path-based routing (/api — 8001)

MongoDB in-cluster Distinct DBs - distinct credentials

Observability Structured logs - error ring buffer Identical shape

SO WHAT

The 'preview vs production' distinction is a secrets and DNS distinction — not a code or configuration one. That
eliminates the 'works on my staging' class of outage in an evidence-backed way.
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Integration

Purpose

Auth

<

Fallback

AWS Bedrock (STS)

Cloudflare

Object storage

SO WHAT

Regional inference (KSA /
UAE / EU)

Transactional email (primary)

DNS + WAF + TLS

PDFs + audit exports

STS-scoped role

API key + verified domain

API token

Signed URLs

Emergent LLM

Hostinger SMTP

None (critical path)

Direct render fallback

The email transport specifically is the ops-critical integration. Both Resend and Hostinger are health-checked on
every send and surfaced on the dashboard so the Maker sees a red banner within 60 seconds of a delivery
outage.
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SLI Target Measurement

Sign-in latency (p95) Structured log - rolling 24h percentile

Backup RPO < 24 hours Snapshot cron + restore drill quarterly

Vulnerability patch (critical) < 24 hours Dependabot + Maker escalation

Quarter Theme Highlights

Q2 2026 Council depth Domain-specific advisor packs
(real-estate, sovereign wealth)

Q4 2026 Enterprise SKU GA BYO KMS - SIEM stream - dedicated DB
per tenant
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Role Contact

Security disclosures security@vigilantentities.com

Procurement / RFP procurement@vigilantentities.com

SO WHAT

For a fast enterprise onboarding, start with the Trust Center at /trust — the evidence pack there covers 80% of a
standard procurement questionnaire without any back-and-forth.
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